
A guide to help healthcare software 
developers to understand the HIPAA Security Rule

THE STEP-BY-STEP 
TECHNICAL GUIDE TO MEET 
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15,085,302 patient 
records were 

breached in 2018. 
- Protenus’ 2019’s 
Annual Breach 
Barometer Report

That equates to more 
than 4.5% of the 

population of the US 
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This statement sounds quite familiar 
to healthcare professionals. 
Unfortunately, noncompliance with 
the HIPAA regulaƟons puts 
organizaƟons at greater risk of a data 
breach now than ever before.

EEndorsed in 1996, the Health 
Insurance Portability and 
Accountability Act (HIPAA) is a law 
that implements data privacy and 
security provisions for safeguarding 
medical data. EssenƟally, if you’re 
handling, transmiƫng, in possession 
ofof, or responsible for any medical 
records; you should be in compliance 
with HIPAA.

Did you know that there are sƟff 
penalƟes and fines for a violaƟon? A 
data breach can put you at the risk of 
heavy fines and penalƟes and cause a 
dent on your credibility within the 
healthcare community.

1 Introduction

http://bit.ly/RCMebk


2 HIPAA Facts
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       Major HIPAA 
Components

• Fosters a culture of compliance    
  throughout the organizaƟon

• Ensures the privacy and security of  
  paƟents data

• Promotes careful handling of PHI   
  to improve paƟent saƟsfacƟon

•• Eliminates the legal risk by sharing  
  PHI in accordance with HIPAA

• Reduces execuƟve and           
  organizaƟonal liability

• Protects the organizaƟon and staff  
  from personal liability

•• Helps build a foundaƟon for future  
  technology implementaƟons

• Helps to avoid expensive add-on   
  security measures

3
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A. DATA GATHERING

1. Evaluate the rendered site 
  • Use a spider to mine your data                               
    and check for any missing         
    elements
    • Check for data leakage via web     
    server metafiles. Ex. .DS Store,     
    robots.txt, sitemap.xml
  • Check the caches prominent       
    engines to verify the accessibility
  • Verify the webpage metadata and  
    comments to avoid data leakage

22. Development EvaluaƟon 
  • Verify the applicaƟon design       
    framework
  • Check the leveraged technologies
  • Assess user roles
  • Determine the points of entry
  • Be careful of client-side scripts
    • Determine all delivery channels    
    like a mobile app, mobile web,     
    and web

3. Plaƞorm and HosƟng Assessment 
  • Manage any content that is        
    provided by independent parƟes
   • Evaluate all the used ports and     
    hostnames
  • Figure out the co-hosted          
    applicaƟons
  • Verify all web services system

The Types of 
Injections to Be 
Tested
  • SQL 

  • HTML

  • XML

  • XXE

  • SSI

  • XQuery

    • IMAP/SMTP

  • Code

  • LDAP

  • ORM

  • XPath

  • NoSQL

  • Command

    • Expression   
    Language

   Truly 
understanding 
risk management 
is much more 
important than 
compliance.

“

“

- Andrew Hicks
National Healthcare Practice 
Director

4 Checklist: 
HIPAA Web 
App Security
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B. MANAGE CONFIGURATION

  • See what administraƟve or       
    applicaƟon URLs might be        
    implemented that are too        
    common to be secure
    • See what files are unreferenced,  
    old, or backups
  • Verify all supported HTTP        
    techniques plus prevent the      
    Cross-Site Tracing (XST)
  • Verify the file extensions         
    processing          
    • Control rich internet applicaƟon   
    (RIA) cross-domain access
  • Verify the secure HTTP headers in  
    place
  • Manage any confidenƟal data like  
    login credenƟals or API keys,      
    within the client-side script

CC. CONFIRM TRANSMISSION    
    SECURITY

1. EncrypƟon and Protocols   
  • Check the key length, SSL version,  
    and the used algorithms
  • Confirm that you have valid      
    digital cerƟficates
   • Validate the HTTPS is leveraged   
    any Ɵme when usernames or     
    passwords are sent
  • Make sure that HTTPS is executed  
    throughout the applicaƟon 
  • Confirm that HTTPS is in posiƟon  
    for all session tokens' delivery
    • Check the HTTP Strict Transport   
    Security (HSTS) implementaƟon

  • Verify HTML5 web messaging     
  • Confirm the use of CORS

2. RepresentaƟonal state transfer     
  (REST) and web services 
  • Evaluate REST implementaƟon
  • Check for any issues with web    
    services

DD. VERIFY AUTHENTICATION

1. Determine the funcƟonality of the  
  app password
  • Cross-verify the password quality  
    rules
  • Test the working of 'Remember   
    me'
    • Check that recovery, reset and    
    change the password opƟons     
    funcƟon correctly
  • Ensure the consistency of        
    applicaƟon authenƟcaƟon with    
    alternaƟve channels and shared   
    authenƟcaƟon schema/SSO

22. FuncƟonality Concerns with        
   AuthenƟcaƟon
  • Check to see if nefarious parƟes   
    can successfully idenƟfy users
  • Determine if authenƟcaƟon      
    bypass can happen
    • Verify your defences against      
    brute force aƩacks
  • Confirm the funcƟonality of      
    encrypƟon on credenƟaling      
    channels
  • Verify HTTP cache Management   
    (like Expires, Max-age, and
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F. VERIFY THE AUTHORIZATION

  • Review the path traversal
  • Assess the system for possible    
    missing authorizaƟon
  • Validate if insecure direct object  
    references are occurring
    • See if privilege escalaƟon is      
    present
  • Check any possible issues with    
    horizontal access control

G. VALIDATE YOUR              
   CRYPTOGRAPHY

    • Assess the possibility of weak     
    algorithms
  • Check the correct usage of       
    algorithms based on the relevant  
    context
  • Evaluate the randomness        
    funcƟons within the system
    • Verify the occurrence of salƟng   
    as planned
  • Check the credibility of          
    encrypƟon

    Pragma) 
  • Maintain the fiƫng working       
    order of user-accessible          
    authenƟcaƟon history

E. MANAGE THE SESSION

    • Verify the working of tokens in     
    cookies, token in URL or other     
    session management method
  • Check for cookie flags with        
    session tokens (both HTTP and     
    secure)
    • Confirm the expiraƟon related to   
    the duraƟon of the session        
    cookies
  • Determine that session           
    terminaƟon occurs, following a     
    maximum lifeƟme 
   • Following a relaƟve Ɵmeout and    
    log out, confirm that the session   
    terminates
  • Check if it is possible to start      
    more than one synchronous       
    session per user
    • Validate the login, log out, role     
    changes, a new session token is    
    generated
  • Verify the consistent applicaƟon    
    of session management during     
    the shared session management
  • Determine the session puzzling
    • Ensure protecƟon from cross-site   
    request forgery (CSRF) and        
    clickjacking
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  • Assess the system for           
    anƟ-automaƟon
  • Verify the working of account     
    lockout
  • Verify that SQL wildcard DoS is    
    not present
    • Ensure the vulnerability of the    
    system to HTTP protocol DoS

  • The quality of data integrity
  • ProtecƟon against the misuse of   
    the applicaƟon
  • Process Ɵming for consistency
  • Web storage SQL injecƟon
    • Offline funcƟoning of the        
    applicaƟon

  • Cross-site scripƟng
  • The occurrence of stored        
    cross-site scripƟng
  • DOM-based cross-site scripƟng
  • Cross-site flashing
  • Presence of overflow
    • Verify format string issues
  • Possible incubated weaknesses
  • Smuggling or spliƫng of HTTP
  • Verb tampering with the HTTP
  • Possible open redirecƟon
  • Remote file inclusion
  • Local file inclusion
    • Consistency of validaƟon rules for  
    the server-side and client-side
  • Parameter polluƟon with HTTP
  • Auto-binding
  • Mass Assignment
  • The funcƟoning of NULL/Invalid   
    Session Cookie
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Quick Checklist for               
HIPAA-compliant Cloud HosƟng 

  • Get complete data security, data  
    management, and training       
    procedures on file
    • Build a system of developing      
    unique user IDs and passwords    
    and modes for login, logout,      
    decrypƟon as well as            
    emergencies
  • Build strategies to manage access  
    to E-Systems containing PHI
    • Defined rules to store, transfer,   
    trashing and reimplementaƟon of  
    healthcare data
  • Audits and logs of system usage   
    for SSAE 18 and SOC audited      
    infrastructure
    • Guidelines for hosted data       
    transfer in every scenario. Ex.     
    cloud, email, etc.
  • Smart quality control policies for  
    all forms of hosted data
  • Verify the availability of dynamic  
    data
    • Maintenance of disƟncƟon in     
    servers hosƟng web, database,    
    and producƟon
  • AnƟvirus and MulƟfactor         
    AuthenƟcaƟon
  • OperaƟng System (OS) patching    
    management
    • EvaluaƟon of private IP addresses  
    and private hosted environment
  • Build disaster recovery and       
    backup strategies
  • Implement encrypted VPNs and   
    private firewalls

Can Cloud HosƟng be HIPAA- 
compliant?
TThough there is plenty of paranoia   
about HIPAA-compliant cloud     
hosƟng, it can be made possible not 
only to secure the IT systems but also 
to deliver the criƟcal systems 
seamlessly. 

MMust have HIPAA-compliant Cloud 
Features

  • Firewall and Intrusion PrevenƟon  
    System
  • Fully encrypted Virtual Private    
    Network
  • Robust Log Management
    • Backups and Data Recovery
  • High Availability & Reliability
  • SSAE 18 CerƟficaƟon
  • Third-Party HIPAA/HITECH        
    AudiƟng

8 www.osplabs.com
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1. Inventory all physical and digital 
assets

  • Update lists of all hardware,      
    soŌware, data, and security      
    cerƟficates
   • Maintain a list of cybersecurity    
    applicaƟons, cerƟficates,         
    extensions, and other cyber      
    protecƟon methods
    • Break down the data into        
    separate lists such as tangible vs  
    intangible assets for a simplified   
    structure

2. Have a data backup strategy and 
perform data restoraƟon tests

    • Back up your data and test to     
    ensure the restoraƟon methods   
    work
  • Test your data backups regularly   
    to ensure they are in good       
    condiƟon and are reliable

33. List of all personnel and their DR 
responsibiliƟes 

4. Develop a comprehensive 
communicaƟons plan

    • Build a communicaƟons plan      
    including alternaƟve            
    communicaƟon methods of      
    communicaƟon

The Must-have Components in 
HIPAA Disaster Recovery Plan

  • To minimize interrupƟons to the   
    normal operaƟons 
  • To limit the extent of disrupƟon   
    and damage 
   • To minimize the economic impact  
    of the interrupƟon
  • To establish alternaƟve means of  
    operaƟon in advance
  • To train personnel with          
    emergency procedures
    • To provide for smooth and rapid   
    restoraƟon of service
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  • Implement prevenƟve           
    measures for your network by    
    leveraging network path         
    diversity or using ad hoc         
    networks 

5. Outline alternaƟve work 
capabiliƟes and redundancies
    • Establish alternaƟve opƟons for   
    your IT infrastructure, hardware,  
    soŌware, IT security, and        
    communicaƟons capabiliƟes

6. Outline how sensiƟve data 
should be handled

77. Ensure disaster recovery 
informaƟon is included in SLAs

  • Review the service level         
    agreements (SLAs) you have with  
    all third-party vendors especially  
    your backup data providers and   
    peer agencies

88. Keep your informaƟon up to 
date

9. Test your plan and procedures 
regularly and conduct exercises

10. A data recovery plan should 
include the following things

11 www.osplabs.com
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The primary objecƟve of HIPAA is to 
protect paƟent privacy, so keeping this 
idenƟfying health data private and 
secure is the principal goal of storage.

How to Remain Compliant When 
Using or CollecƟng HIPAA 
Protected-Data

    • NoƟfy the user of your data      
    policies
  • Protect the health-related data   
    strong user authenƟcaƟon       
    methods
       

  • Encrypt the data where it is      
    stored, as well as during the      
    transmission
  • Provide a way to remove the     
    sensiƟve PHI if the device is lost   
    or stolen
  • Enable strong firewall protecƟon
   • Protect the data with            
    anƟ-malware soŌware with      
    regular updates
  • Develop a system to noƟfy users  
    and the U.S. Department of      
    Health and Human Services if the  
    data is breached

8
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  • ePHI is protected from          
    unauthorized and malicious      
    access during transit and storing  
    to the cloud
  • Build a plan for end-to-end       
    medical data encrypƟon
    • Data should be backed up to the  
    cloud with a provider who offers  
    unlimited previous file version    
    histories
  • Intrusion detecƟon and alarm     
    systems
    • Environmental controls, fire      
    detecƟon, and suppression       
    systems
  • Appropriate security for         
    electronic data, such as          
    encrypƟon, authenƟcaƟon, and   
    passwords
    • Remove redundant infrastructure  
    for data centres
  • Duplicate copies of data for      
    disaster recovery purposes
  • Data integrity inspecƟons to      
    detect file corrupƟon
   • Dedicated resources to monitor   
    protecƟon systems
  • Special management of archived  
    data and disaster recovery

PHI must meet certain Technical, 
AdministraƟve and Physical safeguards 
during storage and transmission in 
order to be HIPAA-compliant. They 
are,

1. AdministraƟve Best PracƟces
2. Physical Best PracƟces
33. Technical Best PracƟces

Most Common 
Types of Data 
Breach
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  • Centralized locaƟon or trusted    
    vendor for storage of EHR records  
    and conversion services
  • Full disaster recovery backup of   
    all records at a separate locaƟon

  • RetenƟon schedules that include  
    federal and state regulaƟons
  • Consistent informaƟon disposal   
    policies and procedures
  • Audit trail and documentaƟon to  
    destroy electronic materials to a  
    nonrecoverable form
   • Secure chain of custody if the     
    data is transported for           
    destrucƟon
  • Secure destrucƟon of electronic   
    records in accordance with       
    retenƟon policies
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For 100% HIPAA-compliant systems, 
well-defined QA tesƟng strategies play 
a vital role. HIPAA tesƟng strategies 
include the following components,

1. Primary Sanity TesƟng
2. Development of Roles Matrics
3. Full-feature TesƟng

A. Primary Sanity TesƟng
  Primary sanity tesƟng is highly      
  essenƟal to detect major bugs      
  hindering HIPPA compliance. Here   
  are the primary sanity tesƟng       
  components,

    1. Verify for a High-risk Role
    • User can authenƟcate         
      successfully and is granted all   
      the access
    • Each acƟon is properly tracked  
      and recorded in detail
 
    2. Evaluate EncrypƟon
    • Electronic Protected Health    
      InformaƟon (EPHI)
    • Audit trail entries

B. Roles Metrics
  • IdenƟfy all the roles in the system  
    and their access level to all the     
     components of the applicaƟon
    • Determine the risk level          
     associated with each role/        
     component/operaƟon relaƟonship

9
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   Cybersecurity is 
a shared 
responsibility, 
and it boils down 
to this : in 
cybersecurity, 
the more systems 
wewe secure, the 
more secure we 
all are.

“

“
-Jeh Johnson
Former United States Secretary 
of Homeland Security

  • CharacterisƟcs of password       
    change itself
  • Login idle Ɵmeout
  • Login credenƟals

2. InformaƟon disclosure
  • Role-based access (RBA)
  • PaƟent allocaƟon (PA)

33. Audit trail
  • That all expected audit trail       
    entries exist
  • That each audit trail entry        
    contains date and Ɵmestamp of   
    the acƟon, user ID, etc.
    • Entries conform to the soŌware   
   clarity requirements
  • All aƩempts to breach security    
    are recorded
  • Audit trail is encrypted

4. Data transfers
    • Data access between all         
    workstaƟons and mobile devices
  • Data transfer to an external      
    locaƟon
  • The movement of data to an      
    offline storage

5. InformaƟon on correct data use
    • Verify that the applicaƟon        
    provides an explanaƟon of       
    correct data use prior to access 
    • Test of a training version of the   
    applicaƟon that allows users to    
    see the working of the          
    applicaƟon before granƟng access  
    to real EPHI

C. Full-feature TesƟng
  
1. User authenƟcaƟon
  • Ownership-based: ID cards
  • Knowledge-based: User          
    ID/Password
   • Biometric based: Fingerprint
  • Login failure for: Empty & invalid  
    user ID/empty & invalid          
    password/expired account, etc.
  • Locked-out account
  • Login success aŌer password     
    change
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The Mobile Attack Surface :

Challenges Faced by mHealth App  
Developers

  • The Line of AcƟon

  • Other HIPAA Security Rules &     

    Their Proper Compliance

  • Push NoƟficaƟons

  • Messaging ViolaƟons

   • ConƟnuous, Stringent, Full FDA   

    Approval on All Ends

  • Mobile Security

How to Make Your Mobile App 
HIPAA Compliant?

  • Unique User AuthenƟcaƟon

  • EncrypƟon of Data

  • AutomaƟc Logoff

  • Remote Wipe

  • Regular Updates

   • Audit Logging

  • Backup and Syncing

10
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1. Manage all devices: 
Security seƫngs and configuraƟons 
must be constantly maintained. 

2. Enable remote lock and wipe: 
AAn unauthorized user should not be 
able to access data on a misplaced 
device. 

3. Enforce data encrypƟon: 
Full device or app-by-app encrypƟon 
must be monitored and enforced. 

4. Enforce password: 
EEnforcement of a device-level 
password to prevent unauthorized 
data access. 

5. Monitor OS integrity: 
Avoid the device’s operaƟng system to 
get compromised, Ex. jailbroken or 
rooted.

66. Implement the auto-wipe policy: 
To minimize the risk of brute force 
aƩacks on lost devices, by wiping the 
device aŌer a number of failed 
password aƩempts. 

7. Secure email and aƩachments: 
Prevent corporate email from being 
forwarded through a personal 
account. Create a policy to protect 
aƩachments from being accessed by 
untrusted file readers.

88. Control file sharing: 
Prevent untrusted file-sharing apps 
from gaining access to secure medical 
data distributed through email or 
SharePoint.

9. Track devices: 
EEnabling or disabling locaƟon tracking 
are controlled through extensive 
privacy policies, that ensure the 
consistency of administrator acƟons 
with corporate privacy standards.

10. QuaranƟne non-compliant 
devices: 
AAutomate compliance acƟons, such as 
quaranƟne and selecƟve data wipe to 
ensure data security. 

11. Log devices and acƟons for 
audit: 
CCreate audit logs for compliance to 
maintain device management 
informaƟon about the device and 
unauthorized device acƟviƟes.
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    Whatever the size of an organizaƟon, the cost of a data breach will prove 
more expensive than the costs of building strong HIPAA-compliant system 
infrastructure. Taking a proacƟve approach will help developers program a 
full-proof soŌware system that, can avoid most threats and keep company 
operaƟons running smoothly.  

    Being 100% HIPAA requires,
        • Create internal HIPAA policies that help your staff understand the       
      importance of security

    • Stay current with security updates to keep up with threats that         
      constantly evolve

    • Build a strong risk assessment policy involving every channel, every      
      person, all systems that are interacƟng with your ePHI data

        • PrioriƟze security efforts and execute effecƟve countermeasures to      
      miƟgate the risks

12
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We are a leading software development company aiming to empower, and 

inspire the world with next-gen solutions. We help in simplifing every step of 

the development process, from system architecture design to quality 

delivery. Our intelligent processes enable quick deployment of 

enterprise-grade solutions against the toughest, and most complex 

challenges. 

We are re-imagining how technology can empower 

HealthcaHealthcare, AI, Analytics, and Financial organizations to build solutions for 

every day use in business applications. 

With 10+ years of experience, and 200+ customers worldwide, we're 

leveraging technology to build the future today.
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